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Executive summary 

In this deliverable, we described the initial version of the portal (online at https://portal.slices-sc.eu) 
to access the SLICES-SC infrastructure. We listed the requirements we used to develop the portal and 
gave a detailed portal walkthrough. The portal also supports OAuth (where the portal acts as an 
identity provider), so it’s easy to integrate with web-based user interfaces to infrastructures. Finally, 
we also briefly touched about all APIs available in the portal. At this initial stage, those are based on 
earlier work in GENI and Fed4FIRE.  

 

  

https://portal.slices-sc.eu/
https://www.geni.net/about-geni/what-is-geni/
https://www.fed4fire.eu/
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Acronyms 

AM Aggregate Manager 

API Application Programming Interface 

Fed4FIRE FEDeration for Future Internet Research and Experimentation 

GDPR General Data Protection Regulation 

GENI Global Environment for Network Innovations 

HTTP HyperText Transfer Protocol 

jFed Java-based framework for testbed FEDeration 

MA Member Authority  

OAuth Open Authorization 

PEM Privacy Enhanced Mail 

PI Principal Investigator 

Rspec Resource Specification 

SA Slice Authority 

URN Uniform Resource Name 
  

 
  



 

 

5 

List of figures 

Figure 1: SLICES-SC website look and feel and color palette on the right .............................................. 6 

Figure 2: Front page https://portal.slices-sc.eu portal............................................................................ 7 

Figure 3: Sign up page. Note the flow that is indicated at the top and the choice between using an 
EduGAIN account (at the left) and a local account at the right .............................................................. 8 

Figure 4: When selecting the academic user type for a local account, it is suggested to use the EduGAIN 
login ......................................................................................................................................................... 8 

Figure 5: EduGAIN institute selector ....................................................................................................... 9 

Figure 6: Clear overview of terms and conditions and privacy policy ..................................................... 9 

Figure 7: Join an existing project ...........................................................................................................10 

Figure 8: New project request form asking which testbeds they want to use and how they heard about 
SLICES .....................................................................................................................................................11 

Figure 9: Final step: approving email confirmation and waiting for administrator approval ...............11 

Figure 10: Confirmation email ...............................................................................................................12 

Figure 11: Email confirmed ....................................................................................................................12 

Figure 12: Project approval email ..........................................................................................................12 

Figure 13: Dashboard after login ...........................................................................................................13 

Figure 14: Per project functionality in the dashboard...........................................................................14 

Figure 15: Dashboard showing expired and running experiments .......................................................15 

Figure 16: Admin functionality of the portal .........................................................................................15 

Figure 17: Information per user, including logs for auditing purposes .................................................16 

Figure 18: Reservation RSpec in jFed.....................................................................................................18 

Figure 19: Manifest RSpec in jFed .........................................................................................................19 

Figure 20: Use the call information button in the right bottom of jFed to access all API calls .............19 

Figure 21: Example of API call in jFed (left shows all calls done, right shows specifically the 
lookup_members call). The calls can be verified at http and xmlrpc level ...........................................20 

 

 

 

  



 

 

6 

1. Introduction  

For using the SLICES-SC research infrastructure a portal has been envisioned to make it easy for the 
experimenters to use the infrastructure. The target is for the portal to be the main means of accessing 
the SLICES-SC infrastructure for the Open Calls that will be organized by the project. This document 
describes the initial portal, starting with some requirements which were listed and followed by a 
description of the initial implementation of the portal which is online at https://portal.slices-sc.eu. 

 

2. Portal requirements 

We started with defining some requirements for the portal that are needed to have a good initial entry 
point for using the infrastructure. 

• SLICES-SC branding and look&feel. For this we started from the look&feel of the SLICES-SC 
website (https://slices-sc.eu), using similar coloring schemes and navigation experience; 

 

Figure 1: SLICES-SC website look and feel and color palette on the right 

• User friendly portal (e.g., easy to invite people to a project or for student classes); 

• Clear flow for approval of terms and conditions and GDPR terms; 

• Possibility to use eduGAIN1 login for academics (=university home account); 

• Information is gathered for the user accounts and is put in the user credential to make it 
possible for testbeds to allow more fine-grained access; 

• Concept of users and projects, so multiple experimenters can join the same project and use 
the same experiments; 

• Logging for auditing; 

• Statistics on number of accounts and projects; 

• OAuth API to make it easy for other (web-based) services to use the same account base. 

 

3. Portal walkthrough 

The user portal for the user accounts and project registration has been brought online at 
https://portal.slices-sc.eu (Figure 1). The top right shows the Login and Sign-Up links. 

 

1 eduGAIN website, https://edugain.org/, [Last accessed 23 March 2022].    

https://portal.slices-sc.eu/
https://slices-sc.eu/
https://portal.slices-sc.eu/
https://edugain.org/
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Figure 2: Front page https://portal.slices-sc.eu portal  

  

3.1. User friendliness and clear flow when signing up for an account 

When signing up for a new account (Figure 3), the steps are clearly shown at the top and it is also 
clearly shown that you can use your academic login or create a local account. We do ask also extra 
information on the user type (Student, Academic researcher, industrial researcher) (Figure 4) as this 
can make a difference for testbeds to accept experiments of these users (e.g., academic research can 
use more resources than a student, industrial researches are limited in resource use for free, etc.). 

Note that the EduGAIN accounts (Figure 5) are only used for authentication. Also, people with an 
EduGAIN account have to register first for a SLICES-SC account (where they can use their EduGAIN 
credentials) and as such have to run through the same steps. Of course, their information such as e-
mail and name and institute are retrieved from EduGAIN, so it goes faster. 
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Figure 3: Sign up page. Note the flow that is indicated at the top and the choice between using an EduGAIN account (at the 

left) and a local account at the right 

 

 

Figure 4: When selecting the academic user type for a local account, it is suggested to use the EduGAIN login 
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Figure 5: EduGAIN institute selector 

 

3.2. Terms and conditions and privacy 

The sign-up procedure has also a clear overview of the terms, conditions and privacy policy, which are 
clearly defined in D3.12. A placeholder is foreseen in this sign-up flow. 

As SLICES(-SC) has no legal entity at this moment (but will have in the future of course), and this portal 
runs in the imec datacentre in Ghent, Belgium, the imec privacy policy is used (https://www.imec-
int.com/en/privacy-statement). Moreover, the testbeds access is aligned with the data policy and DPO 
of SLICES-SC. 

 

 

Figure 6: Clear overview of terms and conditions and privacy policy 

 

 

 

2 SLICES-SC Deliverable D3.1 “SLICES-SC data management Plan” 

https://www.imec-int.com/en/privacy-statement
https://www.imec-int.com/en/privacy-statement
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3.3. New project request or join an existing project 

When creating an account, experimenters can either join an existing project led by someone else 
(Figure 7) or create a new project (Figure 8). 

If people ask for a new project, we do ask extra information: which testbeds they want to use (so we 
can inform the right testbed owners) and how they heard about SLICES-SC. New projects always need 
to be manually approved by a portal administrator. Even if the account comes from an EduGAIN 
institute, we still verify the project request manually. 

 

 

Figure 7: Join an existing project 
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Figure 8: New project request form asking which testbeds they want to use and how they heard about SLICES 

 

3.4. Project approval 

The portal administrators approve manually the PIs (Principal Investigators)/new project requests. 
After that, the PIs of the project are responsible for approving users in their projects. 

 

Figure 9: Final step: approving email confirmation and waiting for administrator approval 
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Figure 10: Confirmation email 

 

 

Figure 11: Email confirmed 

 

Figure 12: Project approval email 
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3.5. Portal dashboard  

The screenshot below shows the dashboard a user sees after login. It is a quick overview of the projects 
the user is member off, the user profile, the last experiments and the possibility to download the PEM 
certificate for use in other tools. 

 

Figure 13: Dashboard after login 

 

3.6. Dashboard per project functionality 

The dashboard shows per project the current members and their role (lead, admin, member) and the 
number of experiments in that project. 

It contains also an invite URL to easily invite other users and it is possible to change this in an auto-
approval (random) URL, e.g., for class exercises where you expect many students at once. 
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Figure 14: Per project functionality in the dashboard 

 

3.7. Dashboard experiment overview 

In the below screenshot you can see how the user sees the list of expired and running experiments 
and the following functionality is present: 

• Possibility to download request and manifest RSpec (to rerun an old experiment e.g.); 

• Easy filter, sort and search functionality. 
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Figure 15: Dashboard showing expired and running experiments 

 

3.8. Admin view 

The portal administrators have access to admin pages in the portal to view users, projects and 
experiments. 

 

Figure 16: Admin functionality of the portal 

 

3.9. Logging for auditing 

In the portal we also have logging of all actions so we can use it for auditing purposes. See the example 
below: 



 

 

16 

 

Figure 17: Information per user, including logs for auditing purposes 

 

4. OAuth support in the portal 

An important feature of the portal is the OAuth functionality. OAuth is an open standard for access 
delegation, commonly used as a way for Internet users to grant websites or applications access to 
their information on other websites but without giving them the passwords. 

Generally, OAuth provides to clients a "secure delegated access" to server resources on behalf of a 
resource owner. It specifies a process for resource owners to authorize third-party access to their 
server resources without sharing their credentials. Designed specifically to work with Hypertext 
Transfer Protocol (HTTP), OAuth essentially allows access tokens to be issued to third-party clients by 
an authorization server, with the approval of the resource owner. The third party then uses the access 
token to access the protected resources hosted by the resource server. 

The SLICES-SC portal also acts as an identity provider supporting the OAuth protocol to make it 
possible for research infrastructures to authorize easily SLICES-SC experimenters. 

Technically, SLICES-SC supports the OpenID Connect layer on top of the OAuth protocol 
(https://openid.net/connect/) and this gives an idea of the metadata to be supported for the 

https://openid.net/connect/
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integration of the SLICES-SC identity provider through OAuth (https://portal.slices-sc.eu/.well-
known/openid-configuration). 
{ 

 "authorization_endpoint": "https://portal.slices-sc.eu/oauth/authorize", 

 "id_token_signing_alg_values_supported": [ 

  "none", 

  "RS512" 

 ], 

 "introspection_endpoint": "https://portal.slices-sc.eu/oauth/introspect", 

 "issuer": "https://account.ilabt.imec.be", 

 "jwks_uri": "https://portal.slices-sc.eu/.well-known/jwks.json", 

 "response_types_supported": [ 

  "code", 

  "id_token", 

  "token id_token" 

 ], 

 "scopes_supported": [ 

  "openid", 

  "userinfo", 

  "privatekey", 

  "slice_authority", 

  "member_authority" 

 ], 

 "token_endpoint": "https://portal.slices-sc.eu/oauth/token", 

 "token_endpoint_auth_methods_supported": [ 

  "client_secret_basic", 

  "client_secret_post" 

 ], 

 "userinfo_endpoint": "https://portal.slices-sc.eu/api/userinfo" 

} 

 

5. APIs specific to the portal 

In this phase of the SLICES-SC project for this initial portal, we build further on the concepts and APIs 
defined by earlier projects such as GENI and Fed4FIRE. 

We add here a brief overview of the APIs and concepts used in the federation with pointers to more 
extensive documentation: 

• Slice and slivers: a slice contains slivers. Think of a slice as your experiment which contains 
resources (slivers). Those slivers can be in different testbeds; 

• Member Authority API (MA API): this API is used to interact with the authority/portal about 
users and projects information and authentication. This API is based on XMLRPC over HTTPS. 
See also https://geni-nsf.github.io/CommonFederationAPI/CommonFederationAPIv2.html; 

• Slice Authority API (SA API): this API is used to interact with the authority/portal about slice 
(experiment) information. This API is based on XMLRPC over HTTPS. See also https://geni-
nsf.github.io/CommonFederationAPI/CommonFederationAPIv2.html; 

• Aggregate Manager API (AM API, https://fed4fire-
testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html): this API is used to interact with 
the testbed. This API is based on XMLRPC over HTTPS. See also https://fed4fire-
testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html; 

• Resource Specifications (RSpecs, https://fed4fire-
testbeds.ilabt.iminds.be/asciidoc/rspec.html) describe the resources to be 
reserved/provisioned. They are defined in XML and come in 3 flavours: 

o Advertisement RSpec: can be retrieved from the testbed through the AM API and 
describes all available resources on a testbed; 

https://portal.slices-sc.eu/.well-known/openid-configuration
https://portal.slices-sc.eu/.well-known/openid-configuration
https://geni-nsf.github.io/CommonFederationAPI/CommonFederationAPIv2.html
https://geni-nsf.github.io/CommonFederationAPI/CommonFederationAPIv2.html
https://geni-nsf.github.io/CommonFederationAPI/CommonFederationAPIv2.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/federation-am-api.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/rspec.html
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/rspec.html


 

 

18 

o Reservation RSpec: This described the resources a user wants to reserve; 
o Manifest RSpec: this resembles the Reservation RSpec, and is the RSpec that the 

testbed returns when a reservation is made. It contains e.g., information to access the 
reserved nodes. 

• Some naming and identification concepts are defined as well, see some examples in the table 
below (URN = uniform resource name) (further information on this can be found at 
https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/general.html): 

 

All these things can be easily verified and learned through the jFed user tool developed in the Fed4FIRE 
project (https://jfed.ilabt.imec.be). 

 

 

Figure 18: Reservation RSpec in jFed 

https://fed4fire-testbeds.ilabt.iminds.be/asciidoc/general.html
https://jfed.ilabt.imec.be/
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Figure 19: Manifest RSpec in jFed 

 

 

Figure 20: Use the call information button in the right bottom of jFed to access all API calls 
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Figure 21: Example of API call in jFed (left shows all calls done, right shows specifically the lookup_members call). The calls 

can be verified at http and xmlrpc level 

 

 

 

6. Conclusion 

In this deliverable, an initial version of the SLICES-SC portal for accessing the SLICES-SC infrastructure 
was presented and detailed for its operation. This initial portal will be used for providing access during 
the first round of open calls in the SLICES-SC project. The portal supports a user-friendly interface for 
booking testbed resources and scheduling experiments with them, offering fine grained control over 
the experimental components. The portal has been designed to act as an identity provider, thus easing 
the integration of new testbeds in the infrastructure. The different APIs that the portal is providing 
are based on prior work and well-established interfaces, extended where appropriate to match the 
SLICES-SC goals and heterogenous resources.  
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